


• S-100 doesn’t use “pluggable” (dynamic) algorithms because they need to be fixed for ECDIS OEMs
• S-100 Part 15 uses DSA because it was used by S-63 and familiar
• Blowfish was replaced by AES
• US FIPS standard (186-5) is the main normative reference (reflects origins of S-63).

• Key lengths were increased by S-100 Edition 5.0.0 following observations by SECOM community. Other 
algorithms were added (to the S-100 schema enumeration) by S-100 (but not implemented)

• A change of schema would be possible (without change to S-100 schemas) but is currently unexplored. 
The only impact is 
• Size of signatures and CATALOG.XML (CATALOG.SIGN) files. 
• There is an impact on implementers though

• DSA will disappear from FIPS, and SSH (remains in 
SSL for now)


